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TECHNIQUE FOR INCREASING THE 
NUMBER OF PERSISTENT CONSISTENCY 

POINT IMAGES IN A FILE SYSTEM 

CROSS-REFERENCE TO RELATED 
APPLICATION 

The present application is a continuation of commonly 
assigned US. patent application Ser. No. 10/777,979, Which 
Was ?led on Feb. 12, 2004, and Was issued on Dec. 25, 2007 
as US. Pat. No. 7,313,720. 

FIELD OF THE INVENTION 

The present invention relates to ?le systems and, more 
speci?cally, to a technique for increasing the number of per 
sistent consistency point images of a ?le system. 

BACKGROUND OF THE INVENTION 

A storage system typically comprises one or more storage 
devices into Which information may be entered, and from 
Which information may be obtained, as desired. The storage 
system includes a storage operating system that functionally 
organiZes the system by, inter alia, invoking storage opera 
tions in support of a storage service implemented by the 
system. The storage system may be implemented in accor 
dance With a variety of storage architectures including, but 
not limited to, a netWork-attached storage environment, a 
storage area netWork and a disk assembly directly attached to 
a client or host computer. The storage devices are typically 
disk drives organized as a disk array, Wherein the term “disk” 
commonly describes a self-contained rotating magnetic 
media storage device. The term disk in this context is synony 
mous With hard disk drive (HDD) or direct access storage 
device (DASD). 

Storage of information on the disk array is preferably 
implemented as one or more storage “volumes” of physical 
disks, de?ning an overall logical arrangement of disk space. 
The disks Within a volume are typically organiZed as one or 
more groups, Wherein each group may be operated as a 
Redundant Array of Independent (or Inexpensive) Disks 
(RAID). Most RAID implementations enhance the reliabil 
ity/integrity of data storage through the redundant Writing of 
data “stripes” across a given number of physical disks in the 
RAID group, and the appropriate storing of redundant infor 
mation (parity) With respect to the striped data. The physical 
disks of each RAID group may include disks con?gured to 
store striped data (i.e., data disks) and disks con?gured to 
store parity for the data (i.e., parity disks). The parity may 
thereafter be retrieved to enable recovery of data lost When a 
disk fails. The term “RAID” and its various implementations 
are Well-knoWn and disclosed in A Case for Redundant 
Arrays oflnexpensive Disks (RAID), by D. A. Patterson, G. A. 
Gibson and R. H. KatZ, Proceedings of the International 
Conference on Management of Data (SIGMOD), June 1988. 

The storage operating system of the storage system may 
implement a high-level module, such as a ?le system, to 
logically organiZe the information stored on the disks as a 
hierarchical structure of directories, ?les and blocks. For 
example, each “on-disk” ?le may be implemented as set of 
data structures, i.e., disk blocks, con?gured to store informa 
tion, such as the actual data for the ?le. These data blocks are 
organiZed Within a volume block number (vbn) space that is 
maintained by the ?le system. The ?le system organiZes the 
data blocks Within the vbn space as a “logical volume”; each 
logical volume may be, although is not necessarily, associated 
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2 
With its oWn ?le system. The ?le system typically consists of 
a contiguous range of vbns from Zero to n, for a ?le system of 
siZe n-1 blocks. 
A knoWn type of ?le system is a Write-anywhere ?le system 

that does not overWrite data on disks. If a data block is 
retrieved (read) from disk into a memory of the storage sys 
tem and “dirtied” (i.e., updated or modi?ed) With neW data, 
the data block is thereafter stored (Written) to a neW location 
on disk to optimiZe Write performance. A Write-anywhere ?le 
system may initially assume an optimal layout such that the 
data is substantially contiguously arranged on disks. The 
optimal disk layout results in e?icient access operations, par 
ticularly for sequential read operations, directed to the disks. 
An example of a Write-anyWhere ?le system that is con?gured 
to operate on a storage system is the Write AnyWhere File 
Layout (WAFLTM) ?le system available from NetWork Appli 
ance, Inc., Sunnyvale, Calif. 
The storage operating system may further implement a 

storage module, such as a RAID system, that manages the 
storage and retrieval of the information to and from the disks 
in accordance With input/ output (I/O) operations. The RAID 
system is also responsible for parity operations in the storage 
system. Note that the ?le system only “sees” the data disks 
Within its vbn space; the parity disks are “hidden” from the 
?le system and, thus, are only visible to the RAID system. The 
RAID system typically organiZes the RAID groups into one 
large “physical” disk (i.e., a physical volume), such that the 
disk blocks are concatenated across all disks of all RAID 
groups. The logical volume maintained by the ?le system is 
then “disposed over” the physical volume maintained by the 
RAID system. 
The storage system may be con?gured to operate accord 

ing to a client/ server model of information delivery to thereby 
alloW many clients to access the directories, ?les and blocks 
stored on the system. In this model, the client may comprise 
an application, such as a database application, executing on a 
computer that “connects” to the storage system over a com 
puter netWork, such as a point-to-point link, shared local area 
netWork, Wide area netWork or virtual private netWork imple 
mented over a public netWork, such as the Internet. Each 
client may request the services of the ?le system by issuing 
?le system protocol messages (in the form of packets) to the 
storage system over the netWork. By supporting a plurality of 
?le system protocols, such as the conventional Common 
Internet File System (CIFS) and the NetWork File System 
(N FS) protocols, the utility of the storage system is enhanced. 
When accessing a block of a ?le in response to servicing a 

client request, the ?le system speci?es a vbn that is translated 
at the ?le system/RAID system boundary into a disk block 
number (dbn) location on a particular disk (disk, dbn) Within 
a RAID group of the physical volume. Each block in the vbn 
space and in the dbn space is typically ?xed, e.g., 4 k bytes 
(KB), in siZe; accordingly, there is typically a one-to-one 
mapping betWeen the information stored on the disks in the 
dbn space and the information organiZed by the ?le system in 
the vbn space. The (disk, dbn) location speci?ed by the RAID 
system is further translated by a disk driver system of the 
storage operating system into a sector (or similar granularity) 
on the speci?ed disk. 
The requested block is then retrieved from disk and stored 

in a buffer cache of the memory as part of a buffer tree of the 
?le. The buffer tree is an internal representation of blocks for 
a ?le stored in the buffer cache and maintained by the ?le 
system. Broadly stated, the buffer tree has an inode at the root 
(top-level) of the ?le. An inode is a data structure used to store 
information, such as metadata, about a ?le, Whereas the data 
blocks are structures used to store the actual data for the ?le. 
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The information contained in an inode may include, e.g., 
ownership of the ?le, access permission for the ?le, siZe of the 
?le, ?le type and references to locations on disk of the data 
blocks for the ?le. The references to the locations of the ?le 
data are provided by pointers, Which may further reference 
indirect blocks that, in turn, reference the data blocks, 
depending upon the quantity of data in the ?le. Each pointer 
may be embodied as a vbn to facilitate ef?ciency among the 
?le system and the RAID system When accessing the data on 
disks. 

The ?le system, such as the Write-anywhere ?le system, 
maintains information about the geometry of the underlying 
physical disks (e.g., the number of blocks in each disk) in the 
storage system. The RAID system provides the disk geometry 
information to the ?le system for use When creating and 
maintaining the vbn-to-disk,dbn mappings used to perform 
Write allocation operations. The ?le system maintains block 
allocation data structures, such as an active map, a space map, 
a summary map and snapmaps. These mapping data struc 
tures describe Which blocks are currently in use and Which are 
available for use and are used by a Write allocator of the ?le 
system as existing infrastructure for the logical volume. 

Speci?cally, the snapmap denotes a bitmap ?le describing 
Which blocks are used by a snapshot. The Write-anywhere ?le 
system (such as the WAFL ?le system) has the capability to 
generate a snapshot of its active ?le system. An “active ?le 
system” is a ?le system to Which data can be both Written and 
read or, more generally, an active store that responds to both 
read and Write I/O operations. It should be noted that “snap 
shot” is a trademark of NetWork Appliance, Inc. and is used 
for purposes of this patent to designate a persistent consis 
tency point (CP) image. A persistent consistency point image 
(PCPI) is a space conservative, point-in-time read-only image 
of data accessible by name that provides a consistent image of 
that data (such as a storage system) at some previous time. 
More particularly, a PCPI is a point-in-time representation of 
a storage element, such as an active ?le system, ?le or data 
base, stored on a storage device (e.g., on disk) or other per 
sistent memory and having a name or other identi?er that 
distinguishes it from other PCPIs taken at other points in time. 
A PCPI can also include other information (metadata) about 
the active ?le system at the particular point in time for Which 
the image is taken. The terms “PCPI” and “snapshot” may be 
used interchangeably through out this patent Without deroga 
tion of NetWork Appliance’s trademark rights. 

The Write-anywhere ?le system supports (maintains) mul 
tiple snapshots that are generally created on a regular sched 
ule. Each snapshot refers to a copy of the ?le system that 
diverges from the active ?le system over time as the active ?le 
system is modi?ed. Each snapshot is a restorable version of 
the storage element (e.g., the active ?le system) created at a 
predetermined point in time and, as noted, is “read-only” 
accessible and “space-conservative”. Space conservative 
denotes that common parts of the storage element in multiple 
snapshots share the same ?le system blocks. Only the differ 
ences among these various snapshots require extra storage 
blocks. The multiple snapshots of a storage element are not 
independent copies, each consuming disk space; therefore, 
creation of a snapshot on the ?le system is instantaneous, 
since no entity data needs to be copied. Read-only accessi 
bility denotes that a snapshot cannot be modi?ed because it is 
closely coupled to a single Writable image in the active ?le 
system. The closely coupled association betWeen a ?le in the 
active ?le system and the same ?le in a snapshot obviates the 
use of multiple “same” ?les. In the example of a WAFL ?le 
system, snapshots are described in T R3002 File System 
Designfor a NFS File ServerAppliance by David HitZ et al., 
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4 
published by NetWork Appliance, Inc. and in US. Pat. No. 
5,819,292 entitled Method for Maintaining Consistent States 
of a File System and For Creating User-Accessible Read 
Only Copies of a File System, by David HitZ et al., each of 
Which is hereby incorporated by reference as though full set 
forth herein. 
The active map denotes a bitmap ?le describing Which 

blocks are used by the active ?le system. As described prior, 
a snapshot may contain metadata describing the ?le system as 
it existed at the point in time that the image Was taken. In 
particular, a snapshot captures the active map as it existed at 
the time of snapshot creation; this ?le is also knoWn as the 
snapmap for the snapshot. Note then that a snapmap denotes 
a bitmap ?le describing Which blocks are used by a snapshot. 
The summary map denotes a ?le that is an inclusive logical 
OR bitmap of all snapmaps. By examining the active and 
summary maps, the ?le system can determine Whether a block 
is in use by either the active ?le system or any snapshot. The 
space map denotes a ?le including an array of numbers that 
describe the number of storage blocks used in a block alloca 
tion area. In other Words, the space map is essentially a logical 
OR bitmap betWeen the active and summary maps to provide 
a condensed version of available “free block” areas Within the 
vbn space. Examples of snapshot and block allocation data 
structures, such as the active map, space map and summary 
map, are described inU.S. PatentApplication Publication No. 
US2002/0083037 Al, titled Instant Snapshot, by Blake LeWis 
et al. and published on Jun. 27, 2002, Which application is 
hereby incorporated by reference. 

FIG. 1 is a schematic block diagram of an exemplary on 
disk storage structure 100 of a logical volume of a storage 
system. As noted, a logical volume is typically associated 
With a ?le system and comprises data blocks organiZedWithin 
a vbn space. Each logical volume (hereinafter “volume”) has 
a ?le system information (fsinfo) block that is preferably 
stored at a ?xed location Within, e.g., a RAID group. Fsinfo 
block 105 is the root of the on-disk storage structure 100, 
illustratively at vbns 1 and 2. When loading the volume, the 
storage operating system accesses those vbns to acquire the 
fsinfo block 105. 
The fsinfo block 105 includes a variety of metadata that 

describes the state of the ?le system; also included in the 
fsinfo block 105 is an inode for an inode ?le 110. All inodes 
of the Write-anywhere ?le system are organiZed into the inode 
?le 111. Like any other ?le, the inode of the inode ?le is the 
root of the buffer tree that describes the location of blocks 0 
the ?le. As such, the inode of the inode ?le may directly 
reference (point to) data blocks 107 of the inode ?le 111 or 
may reference indirect blocks 106 of the inode ?le 111 that, in 
turn, reference data blocks of the inode ?le. In this example, 
the inode for the inode ?le 110 includes an exemplary buffer 
tree comprising a plurality of inode ?le indirect blocks 106 
that, in turn, point to inode ?le data blocks 107. Within each 
data block of the inode ?le are inodes 112, each of Which 
serves as the root of a ?le. Among the inodes of the inode ?le 
110, there are inodes for special metadata ?les, such as an 
active map 115, a summary map 120, a space map 125, a root 
directory 140 and a metadata directory 145. All user ?les in 
the ?le system are organiZed under the root directory 140, 
While various metadata ?les associated With the ?le system 
are stored under the metadata directory 145. 
The inode ?le may further include inodes that reference a 

plurality of snapshots 130, 135. These snapshot inodes are the 
root level inodes of snapshots (PCPIs) of the active ?le sys 
tem. Each volume has special reserved inode numbers Within 
its vbn space; a plurality of those inode numbers (e.g., 31) is 
reserved for PCPIs. When a PCPI is generated of the active 



US 8,122,286 B1 
5 

?le system, a copy of the inode for the inode ?le is generated 
(hereinafter the “snapshot root”) and assigned one of the 
reserved PCPI inode numbers. Thus, to access a PCPI at a 

particularpoint in time, the storage operating system accesses 
the appropriate snapshot root of the PCPI. 
A noted disadvantage of such an on-disk storage structure 

is a limitation on the number PCPIs (e.g., 31) that may be 
maintained With the ?le system. As a result, a system admin 
istrator (user) may be forced to modify PCPI creation and/or 
retention schedules to avoid exhausting the available number 
of maintainable PCPIs. This limitation may prove burden 
some and, possibly, costly depending upon the need for addi 
tional PCPI capacity. The present invention is directed to 
alleviating this limitation. 

SUMMARY OF THE INVENTION 

The present invention overcomes the disadvantages of the 
prior art by providing an on-disk storage arrangement that 
increases the number of persistent consistency point images 
(PCPIs) that may be maintained for a volume of a storage 
system. The on-disk storage arrangement comprises a novel 
volume information (volinfo) block representing the root of 
the volume; the volinfo block is stored at prede?ned locations 
on disk and comprises various system Wide con?guration 
data. According to the invention, the volinfo block further 
comprises a data structure con?gured to provide a level of 
indirection that increases the number of PCPIs maintainable 
by a ?le system executing on the storage system. To that end, 
the data structure may be organiZed as an array of pointers, 
Wherein each pointer references a data block comprising a 
snapshot root, thereby enabling e?icient access to each PCPI 
maintained by the ?le system. 

In the illustrative embodiment, the volume comprises data 
blocks organiZed Within a volume block number (vbn) space 
maintained by the ?le system. The array is embodied as a vbn 
lookup table having a plurality of entries, Wherein each entry 
comprises a vbn pointer con?gured to point to (reference) a 
?le system information (fsinfo) block Within the volume. The 
fsinfo block contains information that speci?es a layout of the 
?le system. Each entry of the vbn lookup table is indexed by 
an identi?er assigned to each PCPI; notably, entry Zero holds 
a vbn pointer to the “active” ?le system. Thus, one of the 
fsinfo blocks referenced by the vbn lookup table is associated 
With the active ?le system, While the remaining fsinfo blocks 
are associated With PCPIs of the active ?le system. 

Advantageously, the novel vbn lookup table enables e?i 
cient access to information describing the active ?le system 
and, illustratively, 255 PCPIs. This feature of the invention 
permits an illustrative eight-fold increase in the number of 
PCPIs maintainable by the ?le system. Additional PCPIs may 
be maintained in the storage system by con?guring the vbn 
lookup table to provide further levels of indirection. For 
example, the entries of the vbn lookup table may be con?g 
ured to reference indirect fsinfo blocks that, in turn, reference 
“direct” fsinfo blocks. Therefore by expanding the number of 
levels of indirection, any number of PCPIs may be maintained 
With the ?le system. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The above and further advantages of the invention may be 
better understood by referring to the folloWing description in 
conjunction With the accompanying draWings in Which like 
reference numerals indicate identical or functionally similar 
elements: 
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FIG. 1, already described, is a schematic block diagram of 

an on-disk storage structure of a volume of a storage system; 
FIG. 2 is a schematic block diagram of an environment 

including a storage system that may be added advantageously 
used With a present invention; 

FIG. 3 is a schematic block diagram of a storage operating 
system that be advantageously used With a present invention; 

FIG. 4 is a schematic block diagram of an inode that may be 
advantageously used With the present; 

FIG. 5 is a schematic block diagram of an on-disk storage 
arrangement of a volume in accordance With an illustrative 
embodiment of the present invention; 

FIG. 6 is a schematic block diagram of an exemplary vol 
ume information block in accordance With the embodiment 
With the present information; and 

FIG. 7 is a schematic block diagram of an on-disk storage 
arrangement of a volume in accordance With an alternate 
embodiment of the present invention. 

DETAILED DESCRIPTION OF AN 
ILLUSTRATIVE EMBODIMENT 

A. Storage System Environment 
FIG. 2 is a schematic block diagram of an environment 200 

including a storage system 220 that may be advantageously 
used With the present invention. The storage system is a 
computer that provides storage service relating to the organi 
Zation of information on storage devices, such as disks 230 of 
a disk array 260. The storage system 220 comprises a proces 
sor 222, a memory 224, a netWork adapter 226 and a storage 
adapter 228 interconnected by a system bus 225. The storage 
system 220 also includes a storage operating system 300 that 
preferably implements a high-level module, such as a ?le 
system, to logically organiZe the information as a hierarchical 
structure of directories, ?les and special types of ?les called 
virtual disks (hereinafter “blocks”) on the disks. 

In the illustrative embodiment, the memory 224 comprises 
storage locations that are addressable by the processor and 
adapters for storing softWare program code. A portion of the 
memory may be further organiZed as a “buffer cache” 270 for 
storing certain data structures associated With the present 
invention. The processor and adapters may, in turn, comprise 
processing elements and/or logic circuitry con?gured to 
execute the softWare code and manipulate the data structures. 
Storage operating system 300, portions of Which are typically 
resident in memory and executed by the processing elements, 
functionally organiZes the system 220 by, inter alia, invoking 
storage operations executed by the storage system. It Will be 
apparent to those skilled in the art that other processing and 
memory means, including various computer readable media, 
may be used for storing and executing program instructions 
pertaining to the inventive technique described herein. 
The netWork adapter 226 comprises the mechanical, elec 

trical and signaling circuitry needed to connect the storage 
system 220 to a client 210 over a computer netWork 240, 
Which may comprise a point-to-point connection or a shared 
medium, such as a local area netWork. Illustratively, the com 
puter netWork 240 may be embodied as an Ethernet netWork 
or a Fibre Channel (FC) netWork. The client 210 may com 
municate With the storage system over netWork 240 by 
exchanging discrete frames or packets of data according to 
pre-de?ned protocols, such as the Transmission Control Pro 
tocol/Internet Protocol (TCP/IP). 
The client 210 may be a general-purpose computer con?g 

ured to execute applications 212. Moreover, the client 210 
may interact With the storage system 220 in accordance With 
a client/ server model of information delivery. That is, the 
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client may request the services of the storage system, and the 
system may return the results of the services requested by the 
client, by exchanging packets 250 over the network 240. The 
clients may issue packets including ?le-based access proto 
cols, such as the Common Internet File System (CIFS) pro 
tocol or Network File System (NFS) protocol, over TCP/IP 
When accessing information in the form of ?les and directo 
ries. Alternatively, the client may issue packets including 
block-based access protocols, such as the Small Computer 
Systems Interface (SCSI) protocol encapsulated over TCP 
(iSCSI) and SCSI encapsulated over Fibre Channel (FCP), 
When accessing information in the form of blocks. 

The storage adapter 228 cooperates With the storage oper 
ating system 300 executing on the system 220 to access 
information requested by a user (or client). The information 
may be stored on any type of attached array of Writable 
storage device media such as video tape, optical, DVD, mag 
netic tape, bubble memory, electronic random access 
memory, micro-electro mechanical and any other similar 
media adapted to store information, including data and parity 
information. HoWever, as illustratively described herein, the 
information is preferably stored on the disks 230, such as 
HDD and/or DASD, of array 260. The storage adapter 
includes input/ output (I/O) interface circuitry that couples to 
the disks over an I/O interconnect arrangement, such as a 
conventional high-performance, FC serial link topology. 

Storage of information on array 260 is preferably imple 
mented as one or more storage “volumes” that comprise a 
collection of physical storage disks 230 cooperating to de?ne 
an overall logical arrangement of volume block number (vbn) 
space on the volume(s). Each logical volume is generally, 
although not necessarily, associated With its oWn ?le system. 
The disks Within a logical volume/?le system are typically 
organiZed as one or more groups, Wherein each group may be 
operated as a Redundant Array of Independent (or Inexpen 
sive) Disks (RAID). Most RAID implementations, such as a 
RAID-4 level implementation, enhance the reliability/integ 
rity of data storage through the redundant Writing of data 
“stripes” across a given number of physical disks in the RAID 
group, and the appropriate storing of parity information With 
respect to the striped data. An illustrative example of a RAID 
implementation is a RAID-4 level implementation, although 
it should be understood that other types and levels of RAID 
implementations may be used in accordance With the inven 
tive principles described herein. 

B. Storage Operating System 
To facilitate access to the disks 230, the storage operating 

system 300 implements a Write-anyWhere ?le system that 
cooperates With virtualiZation modules to “virtualiZe” the 
storage space provided by disks 230. The ?le system logically 
organiZes the information as a hierarchical structure of named 
directories and ?les on the disks. Each “on-disk” ?le may be 
implemented as set of disk blocks con?gured to store infor 
mation, such as data, Whereas the directory may be imple 
mented as a specially formatted ?le in Which names and links 
to other ?les and directories are stored. The virtualiZation 
modules alloW the ?le system to further logically organiZe 
information as a hierarchical structure of blocks on the disks 
that are exported as named logical unit numbers (luns). 

In the illustrative embodiment, the storage operating sys 
tem is preferably the NetApp® Data ONTAPTM operating 
system available from NetWork Appliance, Inc., Sunnyvale, 
Calif. that implements a Write AnyWhere File Layout 
(WAFLTM) ?le system. HoWever, it is expressly contemplated 
that any appropriate storage operating system may be 
enhanced for use in accordance With the inventive principles 
described herein. As such, Where the term “WAFL” is 
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employed, it should be taken broadly to refer to any ?le 
system that is otherWise adaptable to the teachings of this 
invention. 

FIG. 3 is a schematic block diagram of the storage operat 
ing system 300 that may be advantageously used With the 
present invention. The storage operating system comprises a 
series of softWare layers organiZed to form an integrated 
netWork protocol stack or, more generally, a multi-protocol 
engine that provides data paths for clients to access informa 
tion stored on the storage system using block and ?le access 
protocols. The protocol stack includes a media access layer 
310 of netWork drivers (e.g., gigabit Ethernet drivers) that 
interfaces to netWork protocol layers, such as the IP layer 312 
and its supporting transport mechanisms, the TCP layer 314 
and the User Datagram Protocol (UDP) layer 316. A ?le 
system protocol layer provides multi-protocol ?le access and, 
to that end, includes support for the DirectAccess File System 
(DAFS) protocol 318, the NFS protocol 320, the CIFS pro 
tocol 322 and the Hypertext Transfer Protocol (HTTP) pro 
tocol 324. A VI layer 326 implements the VI architecture to 
provide direct access transport (DAT) capabilities, such as 
RDMA, as required by the DAFS protocol 318. 
An iSCSI driver layer 328 provides block protocol access 

over the TCP/IP netWork protocol layers, While a PC driver 
layer 330 receives and transmits block access requests and 
responses to and from the storage system. The FC and iSCSI 
drivers provide FC-speci?c and iSCSI-speci?c access control 
to the blocks and, thus, manage exports of luns to either iSCSI 
or FCP or, alternatively, to both iSCSI and PCP When access 
ing the blocks on the storage system. In addition, the storage 
operating system includes a storage module embodied as a 
RAID system 340 that manages the storage and retrieval of 
information to and from the volumes/disks in accordance 
with U0 operations, and a disk driver system 350 that imple 
ments a disk access protocol such as, e.g., the SCSI protocol. 

Bridging the disk softWare layers With the integrated net 
Work protocol stack layers is a virtualiZation system that is 
implemented by a ?le system 380 interacting With virtualiZa 
tion modules illustratively embodied as, e.g., vdisk module 
390 and SCSI target module 370. The vdisk module 390 is 
layered on the ?le system 380 to enable access by adminis 
trative interfaces. The SCSI target module 370 is disposed 
betWeen the FC and iSCSI drivers 328, 330 and the ?le system 
380 to provide a translation layer of the virtualiZation system 
betWeen the block (lun) space and the ?le system space, 
Where luns are represented as blocks. 
The ?le system is illustratively a message-based system 

that provides logical volume management capabilities for use 
in access to the information stored on the storage devices, 
such as disks. That is, in addition to providing ?le system 
semantics, the ?le system 380 provides functions normally 
associated With a volume manager. These functions include 
(i) aggregation of the disks, (ii) aggregation of storage band 
Width of the disks, and (iii) reliability guarantees, such as 
mirroring and/ or parity (RAID). The ?le system 380 illustra 
tively implements the WAFL ?le system (hereinafter gener 
ally the “Write-anyWhere ?le system”) having an on-disk 
format representation that is block-based using, e.g., 4 kilo 
byte (KB) blocks andusing index nodes (“inodes”) to identify 
?les and ?le attributes (such as creation time, access permis 
sions, siZe and block location). The ?le system uses ?les to 
store metadata describing the layout of its ?le system; these 
metadata ?les include, among others, an inode ?le. A ?le 
handle, i.e., an identi?er that includes an inode number, is 
used to retrieve an inode from disk. 

Broadly stated, all inodes of the Write-anywhere ?le system 
are organiZed into the inode ?le. Each logical volume (here 
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inafter “volume”) has a ?le system information (fsinfo) block 
speci?es the layout of data in the ?le system and includes the 
inode of the “inode ?le,” the ?le contains all other inodes of 
the ?le system. The inode of the inode ?le may directly 
reference (point to) blocks of the inode ?le or may reference 
indirect blocks of the inode ?le that, in turn, reference direct 
blocks of the inode ?le. Within each direct block of the inode 
?le are inodes, each of Which serves as the root of a buffer tree 
of a ?le. 

Operationally, a request from the client 210 is forWarded as 
a packet 250 over the computer netWork 240 and onto the 
storage system 220 Where it is received at the netWork adapter 
226. A netWork driver (of layer 310 or layer 330) processes 
the packet and, if appropriate, passes it on to a netWork 
protocol and ?le access layer for additional processing prior 
to forwarding to the Write-anyWhere ?le system 380. Here, 
the ?le system generates operations to load (retrieve) the 
requested data from disk 230 if it is not resident “in core”, i.e., 
in the buffer cache 270. If the information is not in the cache, 
the ?le system 380 indexes into the inode ?le using the inode 
number to access an appropriate entry and retrieve a logical 
vbn. The ?le system then passes a message structure includ 
ing the logical vbn to the RAID system 340; the logical vbn is 
mapped to a disk identi?er and disk block number (disk,dbn) 
and sent to an appropriate driver (e.g., SCSI) of the disk driver 
system 350. The disk driver accesses the dbn from the speci 
?ed disk 230 and loads the requested data block(s) in buffer 
cache 270 for processing by the storage system. Upon 
completion of the request, the storage system (and operating 
system) returns a reply to the client 210 over the netWork 240. 

It should be noted that the softWare “path” through the 
storage operating system layers described above needed to 
perform data storage access for the client request received at 
the storage system may alternatively be implemented in hard 
Ware. That is, in an alternate embodiment of the invention, a 
storage access request data path may be implemented as logic 
circuitry embodied Within a ?eld programmable gate array 
(FPGA) or an application speci?c integrated circuit (ASIC). 
This type of hardWare implementation increases the perfor 
mance of the storage service provided by storage system 220 
in response to a request issued by client 210. Moreover, in 
another alternate embodiment of the invention, the process 
ing elements of adapters 226, 228 may be con?gured to 
o?load some or all of the packet processing and storage 
access operations, respectively, from processor 222, to 
thereby increase the performance of the storage service pro 
vided by the system. It is expressly contemplated that the 
various processes, architectures and procedures described 
herein can be implemented in hardWare, ?rmWare or soft 
Ware. 

As used herein, the term “storage operating system” gen 
erally refers to the computer-executable code operable to 
perform a storage function in a storage system, e.g., that 
manages data access and may, in the case of a ?le server, 
implement ?le system semantics. In this sense, the ONTAP 
softWare is an example of such a storage operating system 
implemented as a microkernel and including the WAFL layer 
to implement the WAFL ?le system semantics and manage 
data access. The storage operating system can also be imple 
mented as an application program operating over a general 
purpose operating system, such as UNIX® or WindoWs 
NT®, or as a general-purpose operating system With con?g 
urable functionality, Which is con?gured for storage applica 
tions as described herein. 

In addition, it Will be understood to those skilled in the art 
that the inventive technique described herein may apply to 
any type of special-purpose (e.g., ?le server, ?ler or multi 
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protocol storage appliance) or general-purpose computer, 
including a standalone computer or portion thereof, embod 
ied as or including a storage system 220. An example of a 
multi-protocol storage appliance that may be advantageously 
used With the present invention is described in Us. patent 
application Ser. No. 10/215,917 titled, Multi-Protocol Stor 
age Appliance that Provides Integrated Support for File and 
Block Access Protocols, by V1jayan Rajan, et al. Moreover, 
the teachings of this invention can be adapted to a variety of 
storage system architectures including, but not limited to, a 
netWork-attached storage environment, a storage area net 
Work and disk assembly directly-attached to a client or host 
computer. The term “storage system” should therefore be 
taken broadly to include such arrangements in addition to any 
subsystems con?gured to perform a storage function and 
associated With other equipment or systems. 

In the illustrative embodiment, a ?le is represented in the 
Write-anywhere ?le system by an inode data structure adapted 
for storage on the disks 230. FIG. 4 is a schematic block 
diagram of an inode 400, Which preferably includes a meta 
data section 410 and a data section 450. The information 
stored in the metadata section 410 of each inode 400 describes 
the ?le and, as such, includes the type (e.g., regular, directory, 
virtual disk) 412 of ?le, the siZe 414 of the ?le, time stamps 
(e.g., access and/or modi?cation) 416 for the ?le and oWner 
ship, i.e., user identi?er (UID 418) and group ID (GID 420), 
of the ?le. 
The data section 450 of an on-disk inode may contain ?le 

data or pointers, the latter referencing 4 KB data blocks on 
disk used to store the ?le data. Each pointer is preferably a 
logical vbn to facilitate ef?ciency among the ?le system and 
the RAID system 340 When accessing the data on disks. 
Given the restricted siZe (e.g., 128 bytes) of the inode, ?le data 
having a siZe that is less than or equal to 64 bytes is repre 
sented, in its entirety, Within the data section of that inode. 
HoWever, if the ?le data is greater than 64 bytes but less than 
or equal to 64 KB, then the data section of the inode (e.g., a 
?rst level inode) comprises up to 16 pointers, each of Which 
references a 4 KB block of data on the disk. 

Moreover, if the siZe of the data is greater than 64 KB but 
less than or equal to 64 megabytes (MB), then each pointer in 
the data section 450 of the inode (e.g., a second level inode) 
references an indirect block (e.g., a ?rst level block) that 
contains 1024 pointers, each of Which references a 4 KB data 
block on disk. For ?le data having a siZe greater than 64 MB, 
each pointer in the data section 450 of the inode (e. g., a third 
level inode) references a double-indirect block (e.g., a second 
level block) that contains 1024 pointers, each referencing an 
indirect (e.g., a ?rst level) block. The indirect block, in turn, 
contains 1024 pointers, each of Which references a 4 KB data 
block on disk. When accessing a ?le, each block of the ?le 
may be loaded from disk 230 into the buffer cache 270. 

The contents of the ?le data residing in the level Zero data 
blocks of the ?le Will be interpreted differently depending on 
the type of ?le (inode) de?ned Within the type ?eld 412. For 
example, the data blocks of a directory inode contains meta 
data that adhere to a structure de?ned by the ?le system to 
describe a directory, Whereas the data blocks of a regular 
inode may simply contain the data associated With the ?le. 
When an on-disk inode (or block) is loaded from disk 230 

into buffer cache 270, its corresponding in core structure 
embeds the on-disk structure. For example, the dotted line 
surrounding the inode 400 (FIG. 4) indicates the in core 
representation of the on-disk inode structure. The in core 
structure is a block of memory that stores the on-disk struc 
ture plus additional information needed to manage data in the 
memory (but not on disk). The additional information may 
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include, e.g., a “dirty” bit 460. After data in the inode (or 
block) is updated/modi?ed as instructed by, e.g., a Write 
operation, the modi?ed data is marked “dirty” using the dirty 
bit 460 so that the inode (block) can be subsequently 
“?ushed” (stored) to disk. The in core and on-disk format 
structures of the WAFL ?le system, including the inodes and 
inode ?le, are disclosed and described in the previously incor 
porated US. Pat. No. 5,819,292 titled Method for Maintain 
ing Consistent States of a File System and for Creating User 
Accessible Read-Only Copies of a File System by David HitZ 
et al., issued on Oct. 6, 1998. 

C. Increasing the Number of PCPIs in a File System 
The present invention is directed to an on-disk storage 

arrangement that increases the number of persistent consis 
tency point images (PCPIs) that may be maintained by ?le 
system 380 for a volume of storage system 220. The storage 
arrangement comprises a novel volume information (volinfo) 
block representing a root of the volume; the volinfo block is 
stored at prede?ned locations on disk 230 and comprises 
various system Wide con?guration data. In particular, the 
volinfo block contains appropriate ?elds so that softWare, 
including versions of the storage operating system, may rec 
ogniZe that the volinfo block is not a fsinfo block. As noted 
above, the fsinfo block is typically located at vbns 1 and 2; as 
described herein, the on-disk storage arrangement of the 
present invention replaces the fsinfo block With the novel 
volinfo block at this prede?ned location. 

FIG. 5 is a schematic block diagram of an exemplary on 
disk storage arrangement 500 of a ?le system according to an 
illustrative embodiment of the present invention. The on-disk 
storage arrangement 500 comprises a volinfo block 600 that 
contains pointers to various fsinfo blocks including fsinfo 
block 505 representing the active ?les system, as Well as 
fsinfo blocks 510 and 515 representing various PCPIs asso 
ciated With the active ?le system. The volinfo 600 is illustra 
tively located at vbns 1 and 2 or, in alternate embodiments, at 
another predetermined location on disk. 

Each fsinfo block 505, 510, 515 is illustratively contained 
Within an fsinfo ?le, the contents of Which comprise the fsinfo 
block. In this example, the fsinfo block 505 for the active ?le 
system includes the inodes of the inode ?le for the active ?le 
system 520. The inode ?le for the active ?le system 520 
includes further inodes for an active map 525, a summary map 
530, a space map 535, a root directory 540 and a hidden 
metadata directory 545. Each additional fsinfo block, for 
example, fsinfo blocks 510 and 515, that is associated With a 
PCPI includes the inode of the inode ?le for the PCPI, Which 
in turn includes appropriate inodes for active maps and the 
like (not shoWn) for the speci?c PCPI. 

FIG. 6 is a schematic block of an exemplary volinfo block 
600 in accordance With an embodiment of the present inven 
tion. The volinfo block 600 includes an fsinfo magic ?eld 
605, an fsinfo version ?eld 610, a ?le system creation time 
?eld 615, a time of most recent CP 620 and a count of a 
number of CPs for ?le system ?eld 625. The block 600 also 
includes a volinfo magic ?eld 630, a volinfo version 635, a ?le 
system options ?eld 640, a passWord ?eld 645, a legacy 
PCPIs ?eld 650 and a list of PCPIs stored in block one of 
inode ?le ?eld 655. In addition, the volinfo block includes a 
delete mask ?eld 660, a create mask ?eld 665, a ?rst check 
sum ?eld 670, an vbn array ?eld 680 and a second checksum 
?eld 675. It should be noted that in alternate embodiments 
additional and/or differing ?elds may be included in the 
volinfo block 600. 

The fsinfo magic ?eld 605 stores an appropriate magic 
value for backWard compatibility With earlier fsinfo block. 
Similarly, the fsinfo version ?eld 610 is needed for backWards 
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compatibility, and is tagged With a version number that indi 
cates that the block is a volinfo block, not an fsinfo block. The 
fsinfo creation time ?eld 615 stores a value indicating the 
time that the ?le system Was created. Field 620 identi?es the 
time When a most recent consistency point (CP) Was gener 
ated and ?eld 625 stores a count of the number of CPs per 
formed on the ?le system. The volinfo magic ?eld 630 stores 
a magic number identifying the data structure 600 as a volinfo 
block, and the volinfo version ?eld 635 stores the version of 
the volinfo block. Note that the fsinfo block retains a version 
?eld, Which continues to be the version that is updated to 
re?ect any on-disk format change that is made to the ?le 
system. HoWever, should a major change to the volinfo data 
structure occur, the volinfo version ?eld 635 Would be 
updated as Well. The ?le system options ?eld 640 includes a 
set of options for the ?le system and the passWord ?eld 645 
stores a passWord associated With the ?le system. The pass 
Word may be utiliZed to limit certain administrative opera 
tions. 
The legacy PCPI ?eld 650 identi?es those PCPIs that Were 

created With an older on-disk format Which lacked certain 
important metadata ?les (e.g., the fsinfo ?le). The content of 
?eld 655 identi?es those PCPIs Whose snapshot roots are 
stored in block 1 of the inode ?le, i.e., PCPIs that Were created 
on a ?le system prior to the present invention. The delete mask 
?eld 660 and create mask ?eld 665 identify PCPIs that are 
currently being deleted or created. The ?rst checksum ?eld 
670 stores a checksum calculated on the contents of ?elds 
605-665, Whereas the second checksum ?eld 675 stores a 
checksum calculated for the entire volinfo block 600. 

According to the invention, the volinfo block 600 com 
prises a data structure con?gured to provide a level of indi 
rection that increases the number of PCPIs maintainable by 
?le system 380. To that end, the data structure may be orga 
niZed as an array of pointers, Wherein each pointer references 
a block containing a snapshot root (i.e., inode for the inode 
?le of a PCPI), thereby enabling ef?cient access to each PCPI 
maintained by the ?le system. The array of pointers is con 
tained in the vbn array ?eld 680. 

In the illustrative embodiment, the array is preferably 
embodied as a vbn lookup table 682 having a plurality of 
entries 684, Wherein each entry comprises a vbn pointer 686 
con?gured to point to (reference) a fsinfo block Within the 
volume. As noted, the fsinfo block contains information that 
speci?es the layout of the ?le system. Each entry 684 of the 
vbn lookup table 682 is indexed by an identi?er (ID) assigned 
to each PCPI; notably, entry Zero holds a vbn pointer 686 to 
the “active” ?le system. Thus, one of the fsinfo blocks refer 
enced by the vbn lookup table 682 is associated With the 
active ?le system, While the remaining fsinfo blocks are asso 
ciated With PCPIs of the active ?le system. 

Advantageously, the novel vbn lookup table 682 in vbn 
array ?eld 680 enables e?icient access to information 
describing the active ?le system and, illustratively, 255 
PCPIs. This feature of the invention permits an illustrative 
eight-fold increase in the number of PCPIs maintainable by 
the ?le system. Additional PCPIs may be maintainable in the 
storage system by con?guring the vbn lookup table 682 to 
provide further levels of indirection. For example, the entries 
of the vbn lookup table may be con?gured to reference indi 
rect fsinfo blocks that, in turn, reference “direct” fsinfo 
blocks. Therefore by expanding the number of levels of indi 
rection, any number of PCPIs may be maintained With the ?le 
system. It should be noted that in embodiments utiliZing 
indirect blocks, all per-PCPI state ?elds, e.g., delete mask 660 
and create mask 665, Would be located in the appropriate 
indirect blocks and not in the volinfo block. 
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FIG. 7 is a schematic block diagram of such an on-disk 
storage arrangement 700 in accordance With an alternate 
embodiment of the present invention. The on-disk storage 
arrangement 700 has a volinfo block 600 representing a root 
of a volume and including pointers to indirect fsinfo block 
705 and 715. Note that the pointers are illustratively vbns and 
are organiZed as an array in vbn array ?eld 680. Each indirect 
fsinfo block 705, 715 includes a vbn lookup table 710, 720 
(similar to vbn lookup table 682) that maps PCPI IDs to 
appropriate fsinfo blocks. For example, entry 0 of the vbn 
lookup table 710 is indexed by PCPI ID 0 and the resulting 
vbn references fsinfo block 725 for the active ?le system. 
Similarly, entry 1 of the vbn lookup table 710 is indexed by 
PCPI ID 1 and the resulting vbn references fsinfo block 730 
associated With PCPI 1. 

To again summariZe, the present invention is directed to an 
on-disk storage arrangement that increases the number of 
persistent consistency point images (PCPls) that may be 
maintained for a volume of a storage system. The novel vol 
ume information (volinfo) block represents a root of the vol 
ume and comprises various system Wide con?guration data. 
The volinfo block further comprises a data structure con?g 
ured to provide a level of indirection that increases the num 
ber of PCPls maintainable by a ?le system executing on the 
storage system. To that end, the data structure may be orga 
niZed as an array of pointers, Wherein each pointer references 
a block containing a snapshot root, thereby enabling ef?cient 
access to each PCPI maintained by the ?le system. 

The foregoing description has been directed to speci?c 
embodiments of this invention. It Will be apparent, hoWever, 
that other variations and modi?cations may be made to the 
described embodiments, With the attainment of some or all of 
their advantages. For instance, it is expressly contemplated 
that the teachings of this invention can be implemented as 
softWare, including a computer-readable medium having pro 
gram instructions executing on a computer, hardWare, ?rm 
Ware, or a combination thereof. Accordingly this description 
is to be taken only by Way of example and not to otherWise 
limit the scope of the invention. Therefore, it is the object of 
the appended claims to cover all such variations and modi? 
cations as come Within the true spirit and scope of the inven 
tion. 

What is claimed is: 
1. A system adapted to maintain an increased number of 

persistent consistency point images (PCPI), the system com 
prising: 

at least one storage device adapted to store a volume infor 
mation (volinfo) block at a prede?ned location; and 

the volinfo block adapted to reference an indirect ?le sys 
tem information (fsinfo) block, Wherein the volinfo 
block further comprises a counter; 

the indirect fsinfo block adapted to reference a plurality of 
direct fsinfo blocks; and 

the direct fsinfo blocks adapted to contain information 
speci?c to a layout of the ?le system. 

2. The system of claim 1, further comprising: 
the volinfo block adapted to reference a plurality of indirect 

fsinfo blocks. 
3. The system of claim 2, further comprising: 
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a ?rst direct fsinfo block of the plurality of direct fsinfo 

blocks, the ?rst direct fsinfo block associated With an 
active ?le system. 

4. The system of claim 1 Wherein the storage device is a 
disk. 

5. The system of claim 4 Wherein the plurality of direct 
fsinfo blocks are not stored at prede?ned locations on disk. 

6. The system of claim 5 Wherein the volinfo block is the 
root of a tree of blocks, and contains meta-data describing a 
plurality of ?le systems. 

7. The system of claim 6, Wherein each of said ?le systems 
comprises a tree of meta-data blocks, each rooted by one of 
said direct fsinfo blocks. 

8. A method for maintaining an increased number of per 
sistent consistency point images (PCPls), the method com 
prising the steps of: 

providing a volume information (volinfo) block compris 
ing a plurality of pointers con?gured to reference a plu 
rality of indirect fsinfo blocks, Wherein the plurality of 
pointers are organiZed into an array, Wherein each entry 
of the array is indexed by an identi?er; 

referencing a plurality of direct fsinfo blocks by pointers in 
each of the indirect fsinfo blocks of the plurality of fsinfo 
blocks; and 

referencing information speci?c to a layout of a ?le system 
by each direct fsinfo blocks. 

9. The method of claim 8, further comprising: 
adapting the volinfo block to reference a plurality of indi 

rect fsinfo blocks. 
10. The method of claim 8, further comprising: 
adapting a ?rst direct fsinfo block of the plurality of direct 

fsinfo blocks to be associated With an active ?le system. 
11. The method of claim 10, further comprising: 
adapting additional direct fsinfo blocks of the plurality of 

direct fsinfo blocks to be associated With a persistent 
consistency point image (PCPI) of the ?le system. 

12. The method of claim 10, further comprising: 
an additional direct fsinfo block of the plurality of direct 

fsinfo blocks, the additional direct fsinfo block adapted 
to be associated With a persistent consistency point 
image (PCPI) of the ?le system. 

13. The method of claim 8 Wherein the plurality of direct 
fsinfo blocks are not stored at prede?ned locations on disk. 

14. The method of claim 8 Wherein the volinfo block is the 
root of a tree of blocks, and contains meta-data describing a 
plurality of ?le systems. 

15. A computer readable storage media, comprising: 
said computer readable storage media containing instruc 

tions for execution on a processor for a method of main 
taining an increased number of persistent consistency 
point images (PCPls), the method having, 

providing a volume information (volinfo) block compris 
ing a plurality of pointers con?gured to reference a plu 
rality of indirect fsinfo blocks, Wherein the volinfo block 
further comprises a version ?eld, Wherein the version 
?eld comprises a value identifying Whether a change has 
occurred to an on-disk layout of an active ?le system; 

referencing a plurality of direct fsinfo blocks by pointers in 
each of the indirect fsinfo blocks of the plurality of fsinfo 
blocks; and 

referencing information speci?c to a layout of a ?le system 
by each direct fsinfo blocks. 

* * * * * 


